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[57] ABSTRACT 

A method and apparatus for identifying a radio trans- 
mitter. The transient frequency or phase history of the 
turn-on characteristics of a transmitter is detected and 
digitized. The history can be analyzed by a micro- 
processor operating a computer program to gather tran- 
sient phase information from an unknown transmitter 
and to classify the transmitter in accordance with a 
transient characteristic. 
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S.R-C's NEW REPEATER CONTROLLER * 
12/22/86 * 
*7pf * 



This firmware is implemented as a STATE Machine. A Statra, 
requires some external event to exit, (state change) . Each 
State consists of an entry point, possibly a loop containing 
a WATCH DOG timer reset, and tests to determine whether to 
remain in the state. State entry points and loop addresses 
are listed as follows: 

<State> <Start Addr> <Loop : Addr> <Oescription> 
IDLE IDLEST IDLE no signal - 

attenuator at I ATT, waiting for input carrier 
EVALUATE EVALST n/a signal detected - 

gather data and evaluate user parameters 
ACTIVE ACTIV- ACTIV repeater is on - 

checking for sub-A, DTMF etc. transmitting 
WA IT WAITST WAITI/N input dropped - 

atten at RATT, rptr IDs or drops in STO sec 
BONEYARD BONYST BONYD error condition - 

repeater OFF, waiting for input to clear 
PRECONTRO LLER PCNST PCNTR command sub-A - 

detected. Must identify as control station 
CONTROLLER CNTLR CNTLR control station - 

is allowed to alter repeater parameters 

A/D CHANNEL ASSIGNMENT 

Ch S Selects: 

;Buffered Limiter (0-5v) 
; Analog Squelch 
;Envelope detector (0-4v) 
;CTCSS Level (HUM too) 
; Level-shifted Discriminator 
; Integrated version of above 
••Master 14 v bus voltage 
;RF Power Output 

ORG OAOH ?ASCII ROM signature 

DB 'firmware by: ' 

DB 'Phil Ferrell - K7PF ' 

DB 'SEATTLE REPEATER CONTROLLER 1 

DB •-<:- Seattle Repeater Group • 

DB • 12/22/86' 

ORG 100H ;main operating pgm ^^—300 

carrier detected, enter EVALUATE state 

FIG. 7A 
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LD 


A,»e f 


;note. . 


CALL 


UART 


; . .state 


XOR 


A 


rattn. . 


OUT 


(ATTEN) f A 


; . . to 0 


LD 


IX,FBUF 


;init ptr 


CALL 


FPT 


• c ;taXe fingerprint- 


CALL 


DATIM 


; starting date/ time 


CALL 


EXTST 


; state +. 8 a/d ch 


CALL 


AMPL 


; signal strength 



302 



stored fpt, date, time, A/D, & amplitude in FBUF 



THE FOLLOWING ARE SUPPORT SUBROUTINES: 
NFP - 64 (decimal) 

.fingerprint the transmitter - NFP supersamples 
data stored @ (IX) - AF,IX altered - others OK 



FPT: 



FPT1: 



FPT2.: 



PUSH 


HL 




PUSH 


DE 




PUSH 


BC 




LD 


A, NFP 


;# supersamples 


PUSH 


AF 


;save same 


LD 


DE, 0 


;zero DE. - 


LD 


HL, 0 


; . . and HL 


LD 


C,32 


;5 conv/supersample 


LD 


A,BLSD 


;throvaway . . 


CALL 


A2D 


; . .conversion 


LD 


A,BLSD 


? select BDSC channel. • 


CALL 


A2D 


; . .and get value 


LD 


E,A 




ADD 


HL, DE 


; accumulate 


DEC 


C 


; super sample done? 


JR 


NZ , FPT2 


;no 


ADD 


HL,HL 


;yes, normalize.. 


ADD 


HL r HL 


;in reg H 


ADD 


HL r HL 




LD 


(IX+O) # H 


;save supersample 


INC 


IX 




OUT 


(WDOG) ,A 




POP 


AF 




DEC 


A 


;done yet? 


JR 


N2,FPT1 


;no, do next 


POP 


BC 




POP 


DE 




POP 


HL 




RET 







A/D conversion - runs in 100/200 uS 
(enter with desired channels in A reg) 



304 



DA2D: 



PUSH 
CALL 
"POP 



AF 

A2D 

AF 



/double setup. 
;..A/D call 
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A2D: 



A2D1: 



A2D2: 



SFPT: 



SFFT1: 



SFFT2: 



DFPT: 



0FPT1: 



OUT 


(ATOD) ,A 


. ;sex ens & scare env 


PUSH 


BC 




LD . 


B, 8 


;wait for. - 


DJNZ 


$ 


; . . a/d busy 


LD 


B 8 


;E0C wait limit 


IN 


A, (EIDSC) 


; status 


AND 


10H 


;cnv done? 


JR 


NZ,A2D2 


;yes 


DJNZ 


A201 




POP 


BC 




IN 


A, (ATOD) 


;get val 


RET 






a single fingerprint starting at at IX 


PUSH 


BC 




LD 


A, (EISTO) 


: select., -^-ouo 


AND 




; * • only 




98H 


; . .binary 


OUT 


fEIDS^^ -A 


; • • audio 


T O 






t n 






c&t.t. 

I.I 1 1 


UART 


rsend svnc 


nTNZ 


Wf * A ak 




LD 


A,TSYN 


;last sync. . 




UART 


; . .byte * 


LD 


B,NFP+19 


; follow with. . 


LD 


A, (IX+0) 


; . . fingerprint, 6 


CALL 


UART 


; . .bytes of date/time 


INC 


IX 


;..10 bytes of status 


DJNZ 


SFPT2 


;..3 bytes of endtime 


LD 


A,CR 


; . . end it with a 


CALL 


UART 


; . .carriage return 


LD 


A, (EISTO) 


; restore. . 


OUT 


(EIDSC) , A 


; . .EIDSC 


POP 


BC 




RET. 






up to 


254 fingerprints 


from FPST 


LD 


A, 90H 


;rptr carrier.. 


OUT 


(EIDSC) ,A 


;..ON 


LD 


(EISTO) ,A 




LD 


A,12H 


; 'data trans ■ . - 


CALL 


TVS? 


; . .voice msg 


LD 


A,5 


;wait half. . 


CALL 


HMS 


; ; .a sec 


LD 


HL, FPST 


;set pointer 


LD 


DE,80H 


rset spacing 


LD. 


A, (HL) 


;get 1st byte 


OR 


A 


;zero? 


JR 


Z,DFPT2 


; empty, skip 


PUSH 


HL 


;not empty 



308 



FIG. 7C 
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POP IX ;set pointer.. 

CALL SFPT ; . * and send 

LD B , 0 ;vait 

EONZ S 

DFPT2: ADD HL,DE ; point to next 

LD A,H ;done? 

INC A ;vas H=FF? 

JR NZ,DFPT1 ?no, next 

LD A, 5 ryes, done 

CALL KMS ;wait half sec 

LD A, 16H ; • complete • . . 

CALL TVSP voice »sg 

JP KIIUP ;call + ret 

; fingerprint to FPST pushdown storage buffer 

FFPT: PUSH BC 

PUSH DE ;save reg 

PUSH HL 

LD HL, FPST+80H ;move current.. 

LD DE , FPST ; . . fingerprint 

LD BC,SSI2 ;..into large 

LDIR buffer 

POP HL 

POP DE ; restore reg 

POP BC 

RET 

; clear the FPST storage area 

ZFPT: LD HL, FPST ;zero the. . 

LD DE,FPST+1 ;..FPST 

LD BC,SSXZ-1 ;» .storage 

LD (HL),0 buffer 
LDIR 
RET 

' ; ejid FIG.7B 
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METHOD AND APPARATUS FOR 

CHARACTERIZING A RADIO TRANSMITTER 

TECHNICAL FIELD 5 

This invention relates to a method and apparatus for 
characterizing a radio transmitter, and more particu- 
larly, to a method and apparatus for characterizing a 
radio transmitter based on its transient turn-on and/or 10 
turn-off characteristics. 

BACKGROUND ART 

In many situations, radio transmitters are identified 
by special identification codes. These codes are typi- IS 
cally transmitted with the other communications a 
transmitter is sending. In many other situations, how- 
ever, there is interest in identifying transmitters that are 
not deliberately identified. For example, it can be useful 
to have an apparatus and means for identifying radio 20 
transmitters that are operating clandestinely or in such a 
manner as to interfere with the transmissions of others. 

Previous attempts to characterize radio transmitters 
have been based on using the signal amplitude of the 
transmitter as a function of time. Amplitude-based tech- 
niques, however, are susceptible to multipath propaga- 
tion and path loss. These transmission phenomena can 
distort the received signal amplitude independently of 
any transmitter characteristics. Time-history amplitude ^ 
characterization is also typically used on a transmitter 
which is already operating and -is, therefore, fully 
warmed up. A warmed-up transmitter is relatively sta- 
ble and is, accordingly, more difficult to characterize. 

It has been determined that the phase or frequency 35 
(i.e., time rate of change of phase) response of a trans- 
mitter is essentially insensitive to some forms of multi- 
path and path-loss propagation problems that plague 
amplitude-based signal characterization techniques. 

It is therefore desirable to have a method and appara- 40 
tus for characterizing a radio transmitter that is based 
on the transient phase history of the transmitter as it is 
being turned on. 

DISCLOSURE OF THE INVENTION 45 

It is an object of the present invention to provide a 
method and apparatus for characterizing a transmitter 
when it is turning on. 

It is another object of the present invention to pro- 
vide a method for identifying a transmitter based on its 50 
turn-on characteristics. 

According of one aspect, the invention includes an 
apparatus for characterizing a radio transmitter that 
transmits a transient signal. The apparatus comprises ^ 
means for receiving the transient signal transmitted , by 
the transmitter, means for measuring a parameter of the 
transient signal, and means for analyzing the transient 
signal parameter to determine transient characteristics 
of the radio transmitter. g) 

In another aspect, the invention includes a method 
for characterizing a radio transmitter that transmits a 
transient signal. The method comprises the steps of (a) 
receiving the transient signal transmitted by the trans- 
mitter for a period of time, (b) measuring a parameter of 65 
the transient signal, and (c) analyzing the transient sig- 
nal parameter to determine transient characteristics of 
the radio transmitter. 



BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a state diagram of the operation of an appa- 
ratus for characterizing a radio transmitter during its 
turn-on. . 

FIG. 2 is a block diagram of an apparatus for charac- 
terizing a radio transmitter during its turn -on. 

FIG. 3 is a detailed block diagram of one embodiment 
which includes the apparatus of FIG. 2. 

FIG. 4 is a schematic diagram of a memory portion of 
the apparatus whose detailed block diagram is shown in 
FIG. 3. 

FIG. 5 is a schematic diagram of a master processor 
input/output portion of the apparatus whose detailed 
block diagram is shown in FIG. 3. 

FIG. 6 is a schematic diagram of the external inter- 
face portion of the apparatus whose detailed block dia- 
gram is shown in FIG. 3. 

FIGS. 7A through TO are a listing of a computer 
program that operates in connection with a micro- 
processor that is part of the apparatus for characterizing 
the radio transmitter as shown in FIG. 3. 

FIG. 8 is a graph of a typical radio transmitter finger- 
print generated by the method and apparatus of the 
invention. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

The method and apparatus of the present invention 
operate to characterize the transient turn-on character- 
istics of a radio transmitter that is intended to be oper- 
ated at a predetermined frequency. While the radio 
transmitter will typically operate at an assigned fre- 
quency, the present: invention only requires that the 
transmitter's frequency be known a priori. Briefly, the 
method and apparatus operate to determine the phase 
(or phase rate of change) history of the radio transmit- 
ter's transient turn-on characteristic. If desired, the 
method and apparatus additionally operate to analyze 
the phase (or phase rate of change) history in order to 
specify a few characterizing parameters. Clearly, once a 
number of such phase or phase rate-of-change histories 
and/or collections of characterizing parameters have 
been established, the method and apparatus of the in- 
vention can be used to identify transmitters whose char- 
acteristics have already been put in the library and to 
distinguish new transmitters whose characteristics have 
not been placed in the library., 

An overview of the operation of the invention is 
provided in the state diagram of FIG. 1. When power is 
first supplied to the system, it enters the "power on" 
state 10. In this state, the system initializes itself by, for 
example, loading a computer program into a micro- 
processor that controls the remaining components of 
the system. After the system has initialized itself, it 
enters the "idle** state 12, where it waits for the occur- 
rence of a carrier frequency in the radio frequency (RF) 
band of interest The presence of a carrier frequency 
indicates that a transmitter whose turn-on transient 
should be characterized is in operation. When the sys- 
tem detects a carrier frequency, it enters the "evaluate" 
state 14. In the "evaluate" state, the system gathers the 
transient turn-on data of the operating transmitter. It 
also performs tests to characterize the turn-on transit 
of the operating transmitter. 

In some embodiments, the system can operate as part 
of a repeater station and perform tests on the resulting 
characteristics to determine whether or not the trans- 
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mitter should be allowed access to the repeater station. The antenna 30 has sufficient bandwidth to characterize 
In the case that the operating transmitter has character- a transmitter that does not turn on precisely at the pre- 
istics that are associated with a transmitter that should determined carrier frequency. The signal from the re- 
be allowed access to the system, the system enters the ceiving antenna 30 goes to an FM receiver 32 that con- 
ductive" state 16. While in the "active" state, the system 5 verts the instantaneous frequency of the transmitter to a 
determines whether the carrier frequency is being mod- voltage. This voltage is passed to a carrier detect circuit 
ulated (i.e., whether the transmitter is being used to 34 and an analog-to-digital (A/D) converter 36. 
communicate). The A/D converter 36 also receives a start signal 
As long as the transmitter is being used to communi- f r0 m the carrier detect circuit 34. The carrier detect 
cate, the system remains in the "active" state 16. How- 10 circuit 34 produces the start signal when it detects a 
ever, when carrier frequency modulation ceases, the ra( ji 0 frequency (RF) carrier. This means that the trans- 
system enters the "wait" state 18. It stays in the "wait" mitter whose transmissions are being received by the 
state for a predetennined period of time (eg., four sec- receiving antenna 30 is operating sufficiently close to 
onds). If, by the end of this period of time, no carrier ^ predetennined carrier frequency to be of potential 
frequency is present, the system reenters the "idle" state 15 interest to the system. 

12. In this state, the system waits to detect the next Upon rec eiving the start signal from the carrier de- 
occurrence of the carrier frequency. If, instead, the tect circuit 34, the A/D converter 36 samples the volt- 
system detects a new earner frequency, it reenters the age representing the instantaneous frequency produced 
"evaluate" state 14. In the "evaluate" state 14, the sys- by ^ transmitter . it has been found that for a carrier 
tem again gathers data concerning the turn-on transient 20 frequency of approximately 147 MHz, the A/D con- 
of the transmitter whose new carrier frequency has verter ^ operate satisfactorily if it samples at a rate of 
been detected and performs the other tests associated lfJ mz ^ samples pr0 duced by the A/D converter 
with the "evaluate" state 14 . ^ . 36 are passed to the central processing unit (CPU) 38 of 

If, during its operation in the active state 16, the ^ microprocesS or included in the characterizing sys- 

system determines that the transmitter whose carrier 25 tem ^ gi { les received by the CPU 33 are 

frequency is being sensed is using a subaudible fre- sed according to a program and the results passed 

quency, the system enters the ^neyard suite 20. The f e and ^ ^vta 40, where they can be 

transition from the"act,ve" state 16 to the boneyard te / for p^fe interpretation by a human opera- 

state 20 occurs because transmitters operating with a ^ K v * r 

subaudible tone can be incorrectly characterized as 30 0T '„ „ . ...... . - ... 

transmitters that should be allowed access to the re- 3 * a deUuled bl «* diagram of an embodiment 

peater. The transition to the "boneyard" state 20 denies ° f * e P resent ™tiOB. as incorporated into a transmis- 

access to such transmitters. s '™ re P e f er systemThe repeater system 60 includes a 

The "boneyard" state 20 can also be entered directly V** ™. rece « ver 62 < m svstem **' *?" co " trol ; 

from the "evaluate" state 14. This is the case if the 35 ,m 8 circuitry 66 connected between the receiver 62 !and 

transmitter whose turn-on transients are analyzed in the the output system 64. The controUing .circuitry 66 in- 

"evaluate" state 14 does not exhibit the characteristics eludes ™ «ternal interface card 68 that receives and 

of a transmitter authorized to use the repeater system. transmits signals to and from the FM receiver 62. It also 

The most typical way to leave the "boneyard" state signals to the output system 64. The external 
20 is to have a termination of the carrier frequency that 40 interface card interacts with other circuits in the con- 
was detected when the system was in the "idle" state 12. trolling circuitry 66. These circuits are found on the 
When the carrier frequency disappears, the system re- rnaster processor card 70, the identification (ID) genera- 
enters the "idle" state 12, where it waits for the next tor card 72 ' * e audl ° detov a™ 1 data cald 74 - 
occurrence of a carrier frequency in the proper fre- The FM receiver 62, which, for example, operates at 
quency band The system can also leave the "boneyard" 45 146.28 MHz, includes a preamplifier section 80 and a 
state 20 through a back door path 21, such as by turning receiver section 82. The preamplifier 80 receives the 
off the power to the system. radio frequency (RF) input signals from the receiving 

Less frequendy, transmitters whose transient turn-on antenna 30 (see FIG. 2), amplifies the RF input signals, 

characteristics have caused the system to enter "bone- demodulates them, and passes them to the receiver 

yard" state 20 will have them further analyzed in the 50 section 82. The FM receiver 62 receives its electrical 

"pre-controller" state 22. In this state, the transmissions power through the external interface card 68 on power 

of the presently operating transmitter are checked to ^ c 

determine whether they contain one of a number of The receiver section 82 includes a PIN attenuator 
predetermined access codes. If the access code is not which is controlled by a control signal transmitted by 
present, the system reenters the "boneyard" state 20. If, 55 the external interface card 68 on control line 86. The 
on the other hand, the access code is present, the system receiver section 82 produces both a discriminator signal 
enters the "controller" state 24. In this state, the system and a limiter signal which it sends on signal lines 88 and 
is receptive to commands received from the transmitter. 90, respectively. The discriminator signal is a voltage 
These commands can control the system operation and, which represents the instantaneous frequency produced 
for example, can be used to reprogram the microproces- 60 by the transmitter whose signal is received by the FM 
sor which is controlling the characterizing system is. If, receiver 62 through the receiving antenna 30. The lim- 
at any time while the system in states 20, 22, or 24, the iter signal is produced by the receiver section 82 to 
carrier frequency stops, the system will reenter the indicate a nonlinear measure of input signal amplitude, 
"idle" state 12. In response, circuitry of the external interface card 68 
r FIG. 2 is a block diagram of one embodiment of the 65 can produce a PIN attenuator signal on the control line 
transmitter characterizing system of the present inven- 86. This signal causes the receiver section 82 to change 
tion. The system contains a receiving antenna 30 which the attenuation that it applies to the signal that it re- 
can operate at the predetennined carrier frequency. ceives from the amplifier section 80. 
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The output system 64 includes an exciter 100 (for example, a Z80, manufactured by Zilog Incorporated) is 

example, operating at 146.88 MHz) and a power ampli- connected to read-only memory (ROM) 152 and ran- 

fier 102. The RF output signal produced by the power dom access memory (RAM) 154. The ROM 132 and 

amplifier 102 is sent to an antenna for transmission of a RAM 154 communicate data with the microprocessor 
repetition of a screened version of the transmitter signal 5 150 over the eight-bit data bus 156. The microprocessor 

received by the repeater system 60. The exciter 100 specifies addresses to the ROM 152 and RAM 154 by 

receives both its power and an audio signal (on lines 104 means of sixteen-bit address bus 158. Thirteen bits of the 

and 106, respectively) from the external interface card sixteen-bit address bus pass directly to the ROM 152 

68; The carrier frequency of the exciter 100 is frequency an d the RAM 154, while the remaining three bits are 
modulated (FM'd) by the audio signal and passed to the 10 sen t to the decode circuitry 160. 

power amplifier 102 over the line 108. The power am- Whether the ROM 152 and the RAM 154 are to be 

plifier 102 amplifies the FM signal to produce the RF rea( j or written to is specified by the binary status on the 

output signal. RD* and WR* signals produced by the microprocessor 

The external interface card 68 receives signals from 150. These signals are combined in OR gate 162 and 
the master processor card 70 over the write I/O and 15 received by the decode circuitry 160, along with the 

read I/O strobe lines 110 and 112, respectively, as well refresh (RFSH*) and memory request (MRQ*) signals 

as a binary audio signal on the signal line 114. Both the on 164 m ^ 166, respectively. Decode circuitry 160 

master processor card 70 and the audio delay and data a ^^it signal to the ROM 152 on line 168 and 

card 74 receive a buffered audio signal from the dis- a six _ bit signa] w the 154 on tne line 170. 
criroinator of the receiver section 82 through the exter- 20 At initialization, in the "power on" state 10 (FIG. 1), 

nal interface card 68. These signals are carried by the ^ program contained by the ROM 152 is sent to a 

lines 116 and 118, respectively. The external interface pr0 gram memory (not shown) over the data bus 156 in 

card 68, the master processor card 70, and the ID gener- resp onse to address and card select signals. The address 

ator card 72 intercommunicate on the eight-bit master fa placed Qn the address bus 1S S and the card select 

bus 120. signal is produced on the signal line 168 by the decode 

The ID generator card 72 receives electrical power c £ cuit 160 Subsequently, data are written or read 

from the external interface card 68 on the power hne from ^ m over the data bus 156 in response to 

122. It also receives read data and write command sig- addresses on ^ bus 158 and under the control 

SS? ^ TW*^^ in of signals produced on the signal lines 170 by the de- 

126, respectively. When the ID generator card 72 re- 30 6 , f tAn 

ceives a read data signal over line 124, it reads data cooe circuitry iw. 

Emitted from the master processor 70 over the mas- The microprocessor 150 can be reset when an appro- 
Mta 120. When the ID generator card 72 receives a P" atc Li? on , * e f lme 
write signal command on hne 126, it produces an ID through the OR gate 172. Similarly, the operation of the 
audio siS that is transmitted to the external interface 35 rmcroprocessor 150 can be mterrupted by the presence 
card 68over the line 128. Accordingly, the master pro- of * c P ro ^ r « lnte ^ ^ P£ of * e 
cessor card 70 can cause the ID generator card 72 to rmcroprc^essorlSO, as transmitted by the amplifier 174. 
periodically send ID audio signals to the external inter- ™* I/O activity of the microprocessor 150 k con- 
face card 68 for transmission by the output system 64. ^lled by the I/O circuitry shown in FIG 1 A 4 MHz 
The master processor card 70 receives serial data and 40 clock signal is produced by clock circuit 190 and pres- 
select data terminal signals from the audio delay and ented to the microprocessor 150 and the watchdog 
data card 74 on lines 130 and 132, respectively. The circuit, which mcludes counter 1W. The counter 192 is 
master processor card sends a binary audio signal to the operating as a divide-by-two frequency divider which 
audio delay and data card 74 on line 134. The audio produces a 2 MHz clock on signal line 194 and sends a 
delay and data card 74= also receives input signals 45 signal on to the counter circuit 196. Counter circuit 196 
through an RS 232 terminal connection 136, which can is also part of the watchdog circuit. The data produced 
be connected to an input/output device, such as a key- by the microprocessor 150 on the data bus 156 are re- 
board. The audio delay and data card 74 sends a delayed ceived by the bidirectional data buffer 198, which is 
audio signal on line 138 to the external interface card 68 connected to the master bus 120. The I/O read and 
for transmission by the output system 64. 50 write strobe signals 210 and 212, respectively, are pro- 
Through this circuitry, the repeater system 60 can duced under the control of I/O circuitry 214 and the 
receive a signal from a transmitter, analyze the signal, 1 least significant three bits of the address bus 158 (desig- 
and send a delayed version of the audio signal contained nated 158'). 

in the received transmission if the transmitter original- The I/O circuitry 214 consists of two two-to-four 

ing the audio signals has appropriate characteristics. In . 55 decoder chips (such as HC139s) 215 and 215'. Chip 215 

addition, the repeater system 60 can periodically insert receives address data from address lines A3 and A4 of 

ID signals of its own, when it is not being used to repeat the microprocessor 150 and produces X-enable (XEN*) 

authorized signals it receives. As a safety precaution, and UART-enable (UEN*) signals. These signals are 

the master processor card 70 can also send a watchdog respectively sent to the bidirectional data buffer 198 and 

timer reset signal to the external interface card 68 on the 60 the universal asynchronous receiver/transmitter 

line 140. Master processor card 70 can send such a sig- (UART) chip 216 (such as an 8250). Chip 215' receives 

nal when the program fails to reset the watchdog timer, read/write signals from the RD* and WR* ports of the 

since such a failure can jeopardize the safe operation of microprocessor 150 and produces read enable (REN*) 

the repeater system 60, which is generally located re- and write enable (WEN*) signals. These signals are 

motely. 65 respectively sent to the three-to-eight decoder chips 

Turning now to the schematic diagram of the mem- (such as HC138s) 217 and 217'. The decoder chips 217 

ory portion of the master processor card 70 shown in and 217' respectively produce the I/O read and write 

FIG. 4, it can be seen that the microprocessor 150 (for strobe signals 210 and 212. 
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The UART chip 216 also receives signals from the 
data bus 156, the least three significant bits of the ad- 
dress bus 158', and the output of logic circuitry 218. The 
logic circuit 218 produces an input signal of serial data 
to UART 216 as a function of the buffered level-shifted 5 
discriminator (BLSD) frequency-shift keyed (FSK) 
output of the receiver section 82 of the FM receiver 62 
(see FIG. 3). 

The decoder chip 215 also produces a reset counter 
signal which is sent periodically (eg., once per second) 10 
over line 220 to the counter circuit 196 of the watchdog 
circuit. If the microprocessor 150 is determined to be 
inoperative as a result of no detected I/O activity on 
decoder chip 215, the watchdog circuit produces a 
microprocessor reset (MR*) signal. The MR* signal is 15 
sent to the OR gate 172 (see FIG. 4) to reset the micro- 
processor 150. 

FIG. 6 is a schematic diagram of the external inter- 
face card 68. Interface card 68 receives the output of the 
discriminator of the receiver section 82 of the receiver 20 
62, detects the presence of a carrier signal, and thereaf- 
ter, causes the discriminator signal to be converted to 
digital form. The discriminator signal is received on line 
88 and sent to the squelch circuit 240. The squelch 
circuit 240 can be a Motorola Micor M6709, which 25 
produces a digital signal when its input contains a speci- 
fied carrier-to-noise ratio. The output signal (DSQ*) of 
the squelch circuit 240 is carried on signal line 242 to 
signal buffer 244. 

The discriminator signal is also sent to the subaudible 30 
detector 246, which produces a subaudible tone detect 
signal on signal line 248 if a subaudible tone is detected 
in the discriminator output. The subaudible detector 
246 can be set to search for any of thirty-two specific 
subaudible tones. The tone is specified by a digital signal 35 
on the five-bit parallel tone select signal line 250. The 
five bits are received from master bus 120. This feature 
is used when the system is in the precontroller state 22 
(see FIG. IX in which it is desired to determine whether 
an authorized subaudible tone is being detected in the 40 
discriminator output. 

The discriminator signal is also sent to the A/D con- 
verter 260, which operates at a sampling rate signifi- 
cantly higher than the highest frequency of interest in 
the discriminator output. It has been determined that a 45 
10 kHz sampling rate is appropriate for this purpose. 
The digital output signal produced by the A/D con- 
verter 260 is placed on the eight-bit master bus 120. 
Other signals digitized by the A/D converter 260 in- 
clude a detected envelope of the subaudible signal pro- 50 
duced by the subaudible detector 246 and an envelope 
of the discriminator output 

Referring to FIGS. 7A-7D, the program represented 
exists as firmware on the ROM 152 (see FIG. 4). The 
outputs from the A/D converter 260 are received by 55 
the microprocessor 150 and subjected to a digital low- 
pass filter operation by the program controlling the 
microprocessor 150. It has been determined that a 
grouping of 32 consecutive samples provides an ade- 
quate representation of the low-frequency components 60 
of the discriminator output signal However, if desired, 
the number of points averaged can be changed. If the 
number of points averaged is reduced, the resulting 
output signal will have a higher frequency content. 

When the program has determined that a carrier 65 
signal has been detected, it enters the "evaluate" state 
14 (see FIG. 1) at program line 300. In the "evaluate" 
state 14, the program causes the transient history (or 



"fingerprint") to be taken at program line 302, under the 
control of a subroutine FPT. The program also takes 
other data, such as the date and time and a measure of 
the signal strength. These data are stored in the RAM 
that is resident on the microprocessor 150. 

The FPT subroutine makes calls to the A/D conver- 
sion subroutine at program line 304. The program is also 
capable of sending a single fingerprint or a number of 
fingerprints, as determined by subroutines SFPT and 
DFPT, which start at program lines 306 and 308, re- 
spectively. 

FIG. 8 is a graph of a typical radio transmitter finger- 
print generated by the method and apparatus of the 
invention. The graph can be printed out by a printer 
connected to the terminal connection 136 operating, for 
example, as an RS 232 port under the control of a pro- 
gram running in the microprocessor 150 (see FIG. 3). 
The abscissa of the graph in FIG. 8 has the dimensions 
of time and begins with the first sample taken after the 
transmitter was operating in the frequency band of 
interest. It has been found that, for most transmitters 
operating at very high and ultrahigh frequencies (VHF 
and UHF, respectively), two hundred milliseconds of 
sampled transient turn-on data is sufficient to provide a 
unique transmitter characterization. The ordinate of the 
graph in FIG. 8 is frequency deviation from the center 
of the frequency band of interest As shown in FIG. 8, 
the frequency deviation can be plus or minus approxi- 
mately 2 kHz for transmitters operating in the 147 MHz 
frequency band. 

In addition to other data, such as date, starting and 
ending times, and various signal levels, the graph of 
FIG. 8 shows deviations of the transient turn-on data 
from the center of the frequency band (curve 320) and 
a derivative curve 322 representing the approximate 
derivative of the transient turn-on data curve 320. The 
frequency deviation data are typically sampled at a 10 
kHz rate, i.e., every 0.1 millisecond. Therefore, for 
presentation purposes, the data can be represented by an 
average of consecutive data points. The data in FIG. 8 
have been averaged in groups of 32 points, so that the 
time interval between consecutive points in FIG. 8 is 
approximately 3.2 milliseconds. The curve 320 shown in 
the typical graph of FIG. 8 has an initial transient por- 
tion followed by a steady-state portion, where the trans- 
mitter has asymptotically reached its final frequency. 

The transient turn-on data curve 320 presents a fin- 
gerprint of a transmitter that is highly repetitive for a 
given transmitter and readily distinguishes between two 
transmitters. This technique, for example, has been 
found to easily distinguish between two models of the 
same transmitter. In those cases where the turn-on tran- 
sient data of two transmitters have a resemblance, they 
can then be distinguished on the basis of the derivative 
curve 322. This curve is an approximation to the deriva- 
tive of the transient turn-on data curve, and is calcu- 
lated by taking the difference between consecutive 
points of the curve 320. 

While it has been found that a human being can easily 
distinguish a transmitter based on its turn-on transient 
characteristics, the identification task can be automated 
by applying appropriate pattern recognition techniques 
to the curves 320. This automation will allow a larger 
number of transmitters to be identified and will allow 
the identification to be done more quickly. In some 
cases, it can be convenient to characterize the turn-on 
transients of various identifiable transmitters in terms of 
a small number of parameters. These parameters can be 
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determined by data analysis of the curves 320. One means for measuring the signal phase with respect to 

example of parameters that may be useful for character- a predetermined frequency during the period of 

ization purposes are the fundamental frequency of the time; and 

transient response, its damping rate, and the final fre- means for analyzing the signal phase to determine 
quency of the transient. The final frequency can also be 5 transient characteristics of the radio transmitter, 
detennined from the discriminator output of the system 7. The apparatus of claim 6 wherein the means for 
described. The techniques for deriving these parameters analyzing the transient signal phase includes , a micro- 
are well-known to those skilled in the art processor programmed to perform a digital filter opera- 
While one specific embodiment of the present inven- tion. 
don has been described in the foregoing, it will be clear 10 8. Apparatus for determining transient characteristics 
to those who are skilled in the art that various modifica- Q f a radio transmitter that transmits: a transient signal 
tions of the present invention can be made : without: during an extreme portion of a transmission, compris- 
departing from its scope and spirit In particular, any of mg: 

a variety of microprocessors and other combinations of means for receiving the transient signal transmitted 

hardware and computer programs could be used to 15 by the transmitter for a period of time including the 

accomplish the results desired. In addition, although the extreme portion of the transmission; 

foregoing detailed description has been oriented toward means for measuring the difference between instanta- 

the "turn-on" transient characteristics of a transmitter, neous frequency of the signal and a predetermined 

those skilled in the art will appreciate that a transmitter frequency during the period of time; and 

can exhibit transient characteristics elsewhere during 20 mea ns for analyzing the frequency difference to de- 

the duration of its transmissions, including termination terrnine transient characteristics of the radio trans- 

of the transmission. Accordingly, the spirit and scope of mitter. 

the present invention are to be limited only by the fol- 9 The apparatus of claim 8 wherein the means for 

lowing claims. analyzing the transient parameter includes a micro- 

I claim: 25 processor programmed to perform a digital filter opera- 

1. Apparatus for determinmg transient characteristics £ Qn 

of a radio transmitter that transmits a transient signal, ^ The apparatus of claim 9 whe rein the means for 

comprising: j analyzing the transient signal parameter further in- 

means for receiving the transient signal transmitted a microprocessor programmed to determine a 

by the transmitter; . . . 3U final frequency value, a natural period, and a damping 

means for measuring the factor of the phase of the transient signal from the dif. 

signal with respect to a predetenmned frequency; ^ instantaneous ? requency of the 

nJL for analyzing the signal phase of the transient «^ f d the Predetermined frequency. 

s£u to detennine transient characteristics of the 35 . H Apparatus, for deterrmmng transient characterise 

ra^o transmitter. tics of a transmitter after it is turned on, the radio 

2. The apparatus of claim 1 wherein the means for transmitter operating substantially at a predetermined 
analyzing the transient signal phase includes a digital frequency, comprising: 

jy te ^ means for receiving a transient signal transmitted by 
apparatus for deternuning transient characteristics 40 transmitter for a predetermined period of time 
of a retransmitter than transmits a transient signal, beginning when the radio transmitter is turned on; 
comDrisinz- a frequency discriminator .for measuring the phase 
means for receiving the transient signal transmitted response of the transient signal with respect to the 
by the transmitter; predetenmned frequency during the predeter- 
means for measuring the difference between instanta- 45 rnined period of time; and 
neous frequency of the transient signal and a prede- means for analyzing the transient signal phase to de- 
termined frequency; and terrnine turn-on transient characteristics of the 
means for analyzing the frequency difference to de- radio transmitter. ^ 
terrnine transient characteristics of the radio trans- The apparatus of claim 11 wherein the means for 
njftjgj 50 analyzing the transient signal phase includes a micro- 

4. The apparatus of claim 3 wherein the means for processor programmed to perform a digital filter opera- 
analyzing the transient parameter includes a micro- tion. 

processor programmed to perform a digital filter opera- 13. The apparatus of claim 12 wherein the means for 

£ on analyzing the transient signal phase further includes a 

5. The apparatus of claim 4 wherein the means for 55 microprocessor programmed to determine a final fre- 
analyzing the transient signal parameter further in- quency value, a natural period, and a damping factor of 
eludes a microprocessor programmed to determine a the transient signal from the difference between the 
final frequency value, a natural period, and a damping instantaneous frequency of the signal and the predeter- 
factor of the phase of the transient signal from the dif- mined frequency. 

ference between the instantaneous frequency of the 60 14. Apparatus for determining transient characteris- 

signal and the predetermined frequency. tics of a frequency-modulated radio transmitter after it 

6. Apparatus for determining transient characteristics is turned on, the radio transmitter operating substan- 
of a radio transmitter that transmits a transient signal tially at a predetermined carrier frequency, comprising: 
during an extreme portion of a transmission, compris- means for receiving a transient signal transmitted by 
m g: 65 the transmitter for a predetermined period of time 

means for receiving the transient signal transmitted beginning when the radio transmitter is turned on 

by the transmitter for a period of time including the and producing a transient phase signal representa- 

extreme portion of the transmission; ti ve of the phase of the transient signal with respect 
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to the predetermined carrier frequency during the 
predetermined period of time; 

means for detecting the predetermined carrier fre- 
quency in the transient signal and producing a start 
signal in response thereto; 5 

means for sampling the transient phase signal for the 
predetermined period of time in response to the 
start signal; 

storage means for storing data; and 

microprocessor means for analyzing the samples of 10 
the transient phase signal to determine characteris- 
tic data of the turn-on transients of the radio trans- 
mitter and for storing the characteristic data in the 
storage means. 

15. A method for determining transient characteris- 
tics of a radio transmitter that transmits a transient sig- 
nal, comprising the steps of: 

(a) receiving the transient signal transmitted by the 
transmitter for a period of time; 20 

(b) passing the transient signal through a frequency 
discriminator; and 

(c) analyzing the frequency-discriminated transient 
signal to determine transient characteristics of the 
radio transmitter. 25 

16. A method for determining transient characteris- 
tics of a radio transmitter that transmits a transient sig- 
nal, comprising the steps of: 

(a) receiving the transient signal transmitted by the 
transmitter for a period of time; 30 

(b) measuring a parameter of the transient signal; and 

(c) sampling the phase of the transient signal and 
digitally filtering the samples to determine tran- 
sient characteristics of the radio transmitter. 

17. The method of claim 16 wherein step (c) further 35 
comprises determining a frequency value, a natural 



period and a damping factor of the phase of the tran- 
sient signal. 

18. Apparatus for determining transient characteris- 
tics of a frequency-modulated radio transmitter that 
transmits a transient signal after it is turned on, the radio 
transmitter operating substantially at a predetermined 
carrier frequency, the apparatus comprising: 

means for receiving the transient signal transmitted 
by the transmitter for a period of time beginning 
when the radio transmitter is turned on and pro- 
ducing a signal representative of the difference 
between instantaneous frequency of the signal and 
a predetermined frequency during the period of 
rime; 

means for detecting the frequency difference repre- 
sented by the frequency difference signal and pro- 
ducing a start signal in response thereto; 

means for sampling the frequency difference signal in 
response to the start signal; 

storage means for storing the parametric signal sam- 
ples; and 

microprocessor means for analyzing the frequency 
difference signal samples to determine characteris- 
tic data of the turn-on transients of the radio trans- 
mitter and for storing the characteristic data in the 
storage means. 

19. The apparatus of claim 18 wherein the micro- 
processor is programmed to perform a digital filter 
operation. 

20. The apparatus of claim 19 wherein the micro- 
processor is further programmed to determine a final 
frequency value, a natural period, and a damping factor 
of the phase of the transient signal from the difference 
between the instantaneous frequency of the signal and 
the predetermined frequency. 
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